At ho Node Quickstart
Status: Al pha docunentation snapshot (2026-03-12).

This wal ks you through running a full node, miner node, and wallet/APl node, then using the Cl
Al'l auth is secured via APl key + user/pass, and ports are auto-assigned to avoid collisions.

This is the fastest setup path. For the full docs nap, start at the docunentation index. For
devel oper-oriented setup, use ONBOARDI NG nd.
If anything fails during setup, check Troubl eshooting.nd first.

Prereqs (why you need them

- Python 3.11+ (or 3.9+) to run nodes and CLI

- git and curl for fetching code and checki ng APIs.

- macQOS/ Li nux/ WL r ecommended (W ndows native works but WBL is snoother for tool chains).

- Prefer containers? See the Docker guide for building/running via docker conpose
(full/mner/wallet) as an alternative to | ocal tool chains.

- Hardware gui dance: QpenG 2.0 conpatible system i3-class CPU or better, 4-8 GB RAM ni ni num
120 GB SSD recommended

- Get the code + venv + deps

macOS / Linux / WBL:

W ndows ( Power Shel I'):

Why: venv keeps deps isolated; requirenments pulls Fast APlI/LNDB/requests, etc.

If install fails (especially I nmdb/kivy/cryptography), go to Troubl eshooting. nd -> Dependency
install issues (venv + pip).

- Create an APl key (required)

- Pick a usernanme/password (default user is atho). Password set = full perm ssions; blank
password = read-only.

- Wites Src/Config/Api_Keys.json (keep private; chnod 600).

Why: Al APl calls (including CLI) require X-API-Key/X-User/X-Pass to prevent m suse.

2.5) Falcon + Kyber binary/runtime check (inportant)

Fal con:

- Runtinme expects falcon_cli for your host platform

- Install/register current host binary:

- If Falcon is mssing, build with platformconpiler first:

- macOS: clang (Xcode Comrand Line Tool s)

- Linux: gcc/clang (buil d-essential)

- Wndows: M5YS2 M nGW¥ w64 (gcc) or Visual Studio Build Tools (cl)

Fal con conpile commands (full flags):

macOS (Apple Silicon/liIntel):

Li nux:



W ndows (MSYS2 M nGWM w64) :

Kyber:
- Wallet encryption/decryption paths use vendored Kyber and can auto-build shared |ibs.
- Ensure a C conpiler is installed (cc/clang/gcc) so Kyber build can succeed when first needec

Kyber conpile conmands (full flags, Kyber-1024 / KYBER K=4):

mac CS:

Li nux:

W ndows (MSYS2 M nGWM w64) :

- Join the network (start nodes)

- Ports auto-assign and are saved to Src/Config/ NodePorts.json (P2P base is 56000).
- To point at an existing seed:

- Check sync: tail -f |ogs/<network>/network/network.log and | ook for handshake_ok /
sync_progress with growi ng tip_height.

- Verify via APl (optional but recomended)

- Full APl port is in NodePorts.json (default ~10100). Success shows network, tip hei ght/hash
Optional network hashrate tel enetry check

- Use the CLI

macOS / Linux / WBL:

W ndows (Power Shel l):

- CLI | oads Api _Keys.json and NodePorts.json; pronpts for password if not set in env.

- Conmon comands: wal | et addresses| bal ance| new [ 12| 24| 48] | recover | i nmport | export| send, bl ocks
recent | hei ght <n>| hash <hash>|l atest|tx <txi d>| export500, nmining start|stop|status, system
peers.

- wallet new defaults to 24-word nmmenoni ¢ generati on when word count is not provided.

- Launch desktop GU + Web Expl orer (optional)

macOS / Linux / WBL:

W ndows (Power Shel l):

- Fromthe GQUI, click the explorer icon to open the browser-based expl orer

- Explorer supports search by bl ock/tx/address and accepts Base56 or HPK address input.

- Explorer runs through a local GUJ bridge (127.0.0.1, random free port) and proxies to your
aut henti cat ed node API.

6.5) QU first-run checkli st
- Open AU .
- Go to Settings.



- Set APl key, usernane, password.
- Open Node tab and start nodes.
- If miner is not needed, run full + wallet only.

6.6) Request inbox workflow (GU)

- Request inbox U is currently disabled by default in this alpha build for stability.
- If enabled in code/runtine, the flowis:

- Qpen inbox tab

- Select a request and click Send.

- Copy requester address.

- Paste same address into verify field (nust match exactly).

- Continue to Send nodal (recipient + amount prefilled; amount can be edited).

- The verify step prevents accidental/m sdirected sends.

Conmmon env vars (set before runnode/CLI)

- ATHO APl _URL ? override APl base (CLI target).

- ATHO APl _KEY, ATHO APl USER, ATHO APl _PASS ? avoid pronpts

- ATHO P2P_PORT ? set specific P2P port; otherw se auto.

- ATHO BOOTSTRAP ? seed list (ip:port[,...]) to join existing network.

- ATHO APl _URL + wal l et recent pagination can be used to pull bounded history pages
(limt/cursor) efficiently fromthe CLI/API

Security essentials

- Every APl call needs X-API-Key, X-User, X-Pass; keys live in Src/Config/ Api_Keys.json.

- Local dev: HTTPS off by default; if exposing, run behind TLS/reverse proxy and consi der
enabl i ng HVAC.

- Protect Api_Keys.json and backups; rotate keys/passwords; use read-only keys where possible.
- For release artifact integrity, generate and sign release file checksuns:

- ./.venv/bin/python Src/Miin/checksum py build --root <rel ease_payl oad_dir> --out

<rel ease_payl oad_dir >/ checksuns. sha256

- ./.venv/bin/python Src/Min/checksum py sign --checksuns <...>/checksuns.sha256 --key-json
<fal con_key.json> --rel ease <versi on>

- ./.venv/bin/python Src/ M n/checksum py verify --checksunms <...>/checksuns. sha256 --signatur
<...>/checksuns. sha256. sig.json --root <rel ease_payl oad_dir>

Qui ck troubl eshooting

- Port in use: rerun runnode.py (auto-assign) or set a free ATHO P2P_PORT/ APl port.

- 401/ 403: wong/ nissing headers or nissing perm ssions (send_tx, mning).

- Stuck tip / sync_no_headers: check ATHO NETWORK and ATHO BOOTSTRAP; ensure seed is correct &
r eachabl e.

- CLI can?t connect: verify APl port in NodePorts.json, set ATHO APl _URL, ensure APl is runnir
- unsupported hash type during menoni ¢ keygen: ensure dependencies are installed from

requi renents.txt (cryptography provides the SHA3-512 PBKDF2 path on Pyt hon builds |acking nati
support).

- falcon_cli/tool chain pain: use Docker as an easy path:

- @J node start issues / stale PIDs:

- list: ./.venv/bin/python Src/Main/stop.py --active

- stop all: ./.venv/bin/python Src/Min/stop.py --al

- restart from GUJ Node tab or via Src/Min/runnode. py

- Check live P2P behavior in:

- | ogs/ mai nnet / net wor k/ net wor k. | og

- l ook for peer_connected, header sync, nenpool activity, and bl ock acceptance



- On | ow power systens, skip miner and run only full + wallet.
Support: labs@tho.io

What to read next

- ONBQARDI NG nd for repo |ayout and devel oper workfl ow.

- Api Auth.nmd for the full auth nodel.

- Troubl eshooting.nd if ports, sync, auth, or builds fail.



