Key Manager (Atho)
Last refresh: 2026-04-04.

This note expl ains how Atho?s key manager stores, |oads, and uses keys for wallets, mning
rewards, and APl authentication

What it does

- Generates Fal con-512 keypairs for wallet/mner addresses.

- Defaults to mmenoni c-backed determ nistic key generation (atho-menonic-vl) with 24 words
(12/ 24/ 48 supported).

- Derives hashed public keys (HPK) and Base56 addresses for display/UX

- Persists keys atonmically to Keys/KeyManager Public Private Keys.json (one file per
node/ i nst ance).

- Supplies keys to transaction signing, mning coinbase outputs, and APl auth where needed.

- Inports existing Fal con keys (see below w th hash/base56 verification and a test-sign befor
storing.

St orage | ayout

- Path (by default): Keys/KeyManager Public_Private_ Keys.json

- Structure:

- mner_1, mner_2, ?: |labels for each managed key.

- public_key: Falcon public key (stored as nornmalized hex; canonical policy target is 897 byte
| egacy 1024-byte conpatibility may still be accepted by current policy).

- private_key: Falcon private key components (F, G f, g).

- mmenoni ¢c_phrase, menoni c_words, mmenoni c_text, menonic_neta for menoni c-derived keys.

- Metadata: creation tinme, role (e.g., miner), network.

- Files are witten atomcally to avoid partial wites and corruption

Encrypt ed-at-rest | ockbox node

- Key file now supports encrypted-at-rest node with one-password unl ock flow.

- Kyber DEK wrap is nandatory in | ockbox node (no Kyber opt-out).

- Lockbox unl ock nodes:

- default: password-only UX (Kyber secret wap stored in wallet netadata).

- advanced: password + Kyber unlock text file inmport on unlock (.txt bundle).

- Encryption stack:

- password KDF: Argon2id

- payl oad ci pher: AES-256-GCM

- DEK wrap: AES-256-GCM

- required PQ wap: Kyber (kyber1024 ref by default) wapping the same DEK for hybrid/ PQ backt
integrity.

- Plaintext fields (kept visible for wallet UX while |ocked):

- identifier, role, network, defaults, hashed public _key, address base56, source/version
- Encrypted fields:

- raw public_key / cli_public_key

- all private key parts (f/g/F Q

- menoni ¢ fields (menonic_phrase, menoni c_words, mmenoni c_text, mmenoni c_mneta).
- Security nmetadata is stored in _wallet_security (scherma at hokey-| ockbox-v1).

- Advanced- node Kyber unlock file format:

- schema: at hokey-kyber-unl ock-v1

- includes strict integrity hash and bi ndi ng netadata

- inmporter fails closed on tanpered/invalid fornmat.



Kyber + AES-256 together (why both)

Key point: Kyber does not replace AES for payl oad encryption. They serve different roles.
- AES- 256-CGCM rol e:

- Encrypt the actual wallet secret payload (private key parts + mmenonic data).

- Provide confidentiality + integrity tag over the payl oad.

- Kyber role:

- Wap/encapsul ate the DEK used by AES payl oad encryption.

- Provide a post-quantum recovery/unl ock control plane for key material.

Practical nodel:

- Cenerate random DEK

- Encrypt wallet secret payload with AES-256- GCM DEK).

- Wap DEK with password-derived KEK (Argon2id + AES-256- GCM wr ap) .
- Also wap the same DEK wi th Kyber KEM net adat a/ ci phertext.

- Store encrypted payload + both wap records in | ockbox netadata.

Thi s gi ves:

- fast encryption performance (AES),

- password UX for daily use,

- PQC-capabl e DEK recovery path (Kyber),

- and policy flexibility to tighten one plane without rewiting payl oad fornmat.

How keys are used

- Wallet CLI: signs transactions with the sel ected key; displays Base56 addresses derived fror
HPK.

- Mner: uses the configured key for coinbase rewards and bl ock signing.

- APlI: keys are separate (see Src/Config/Api _Keys.json), but the key nanager feeds addresses f
wal | et/ mi ner actions.

- Wallet managenent APl (added): POST /wallet/renane, POST /wallet/delete, POST /wallet/defaul
let the GQU renane, delete, or set a default key (one default per network). They resolve
identifiers by id/base56/HPK and refuse to delete the last key in a network.

- Vallet | ockbox APl (added):

- CGET /wall et/ unl ock_status

- POST /wall et/ unl ock

- POST /wallet/lock

- POST /wal | et/ change_passwor d

- POST /wal |l et/ export _kyber unlock file

- POST /wal |l et/ export_encrypt ed_backup

- POST /wallet/inmport_encrypted_backup

- GET /wallet/lock_policy

- POST /wallet/lock policy

- sensitive wall et operations (create/recover/inport/export/sign/send/renane/delete/default) r
fail closed with wallet | ocked when encrypted and | ocked.

- unl ock endpoint includes brute-force controls (per-client backoff + tenporary |ockout after
repeated failures).

Saf ety notes

- The JSON file can run unencrypted (legacy) or encrypted | ockbox node.

- In |l ockbox node, private/public raw key naterial and mmenoni c data are encrypted and
unavai l abl e until unl ock.



- Mienoni ¢ passphrases are never stored in key JSON or export files; keep passphrases
separately.

- Wallet encryption passwords now require non-enpty input (no fixed mninumlength enforced by
backend) .

- Wallet exports are .txt and are nmarked read-only on save.

- Each node/ cont ai ner should have its own Keys directory; don?t share across independent nodes
unl ess you intend to reuse the sane addresses.

- For production, add OS-level permissions (e.g., chnod 600 Keys/*.json) and consider an
encrypted keystore if you extend the system A sinple AES-GCMtscrypt proof-of-concept CLI exis
at Src/Accounts/ecript.py for manual encryption/decryption tests.

- Key file wites are | ock-protected (<key file>.lock) to reduce concurrent-wite corruption
risk.

- Saves use backup-on-wite and keep rolling backups in Keys/backups/ before replacing the
active key JSON

- During plaintext -> encrypted mgration, KeyManager no |onger creates a new pl ai ntext
pre_wite backup and now purges any existing plaintext-secret backups under Keys/backups/.

- Mienoni c sidecar files (Keys/menonic_recovery/...) are automatically renoved once wall et

| ockbox encryption is enabl ed.

- Startup/disk reload now applies strict schema validation and fails closed on mal forned key
files instead of silently proceeding with bad structure.

- Wall et backup/inport paths for encrypted snapshots are validated under the keys root and use
the sane atom c/ backup controls

- Unl ock auto-rel ock policy:

- default unlock windowis 30 seconds (_wallet_policy.unlock ttl_seconds),

- 0 disables auto-rel ock tiner,

- lock status includes unlock expires_in_seconds.

- APl unl ock session context now persists across calls while key-file fingerprint is unchangec
(prevents accidental relock-on-every-request).

- wal l et _unlock_status no | onger exposes absolute key-file paths by default.

Addr esses and HPK

- Public keys are hashed (SHA3-384) ? HPK ? encoded to Base56 for display.

- Baseb6 avoi ds anbi guous characters and is used consistently across CLI and wal | et displ ays.
- Transaction witness wire format uses canoni cal base64 for pubkey/signature; KeyManager stil
operates on internal hex/bytes for Fal con signing and verification

Defaul ts and generation

- At |oad, the manager ensures at least miner_1 and nminer_2 exist on nainnet, testnet, and
regnet; defaults are set to miner_1 if mssing.

- Canonical miner slots are mner_1 and mner_2; additional mner identifiers (mner_3+) are
still supported and preserved.

- Only CLI-format keys are kept. Legacy/non-CLI records are regenerated as CLI keys.

- New key generation defaults to menoni c- backed derivation with 24 words unless explicitly
overri dden.

- CLI key-creation/inport/recovery flow now pronpts (interactive TTY only) to enable encryptic
bef ore proceeding when wallet is still unencrypted.

- Changing the default key updates all roles for that network and is enforced by the APl and
aJ .

Recovery audit trai
- Mienonic recovery operations are witten to:
- logs/.../wallet/wallet _recovery_audit.|og



- Audit records include tinmestanp, network, identifier, canonical source, and canonical flag s
recovery deci sions are traceabl e.

I mporting existing keys (wallet/CLI)
You can inport a Fal con keypair instead of pasting |ong values into the term nal

Supported file formats:

- Vallet/GUJ inport: Atho wallet export .txt (current structured text export format is
supported; |egacy warni ng- header export format is still accepted for backward conpatibility).
- CLI hel per (change default key.py inmport): still accepts JSONwith fields public_key, f, g,
G optional hpk/address _base56 (HPK/ Base56 are reconputed when present).

| mport saf eguards

- Rejects/ignores duplicates by HPK or Base56; identifier collisions are auto-renaned (inport_
i mport_2, ?) when HPK/ Base56 are unique.

- Reconputes HPK and ensures provi ded HPK/ Base56 matches.

- Runs a test sign before persisting.

- Requires at |east one key per network; deletion is blocked only if it would renove the |ast
key.

- @J export enforces read-only .txt; inports are no |onger hard-coupled to one litera

war ni ng- header i ne.

Exporting keys (wallet) for offline storage

- Fromthe wallet tab, use the export/downl oad icon to save a single key to a .txt file. The
file:

- Is forced to .txt and marked read-only on save.

- Contains private/public key nmaterial, HPK/ Base56, and mmenoni ¢ phrase/word |ist sections whe
the key is nmenoni c-derived.

- Explicitly warns that menoni c passphrase is not stored.

- Ofline workflow

- Export the desired key(s) to .txt and store them securely (offline/backup).

- When re-inporting later, use the wallet inport button (or inport_export file in KeyManager)
| oad the .txt.

- Inmports reject duplicate HPK/ Base56; identifier clashes are auto-renaned to inport_ #.

- Defaults are reassigned as needed; deletion is blocked only if it would | eave zero keys on
t hat networ k.

- For extra protection, you can manually encrypt exported files using the AES-GCM + scrypt
hel per at Src/Accounts/ecript.py before storing themoffline.

GUl actions backed by the key nanager

- Wallet tab actions (copy, renane, delete, set default/star) call the wallet APl endpoints
above.

- Hover tooltips and click animations are provided for clarity; the star indicates the current
defaul t.



