APl Aut hentication & Perm ssions
Status: Al pha docunentation snapshot (2026-03-12).

This note explains how Atho secures its HITP API, how passwords/perm ssions work, and why this
matters for protecting your node and funds.

Model overvi ew

- Every APl request nust include:

- X-APlI-Key ? the token from Src/ Confi g/ Api _Keys. json

- X-User ? usernane associated with the key (default atho)

- X-Pass ? password for the user (hashed in the key file)

- Optional HVAC. when enabl ed, requests also carry X-TS and X-Sig to sign nethod/ path/body wt
a derived secret.

- Perm ssions are per-key; mssing scopes yield 403s. Keys are stored in

Src/ Confi g/ Api _Keys. j son.

Per mi ssi ons

- Required scopes include:

- read ? general info endpoints

- explorer ? block/tx explorer-like data

- send_tx ? submit transactions

- mning ? mning control/status

- wallet_admin ? wallet/key nmutation endpoints (/wallet/create, /wallet/recover_mmenonic,
/wal l et/inport, /wallet/export, renane/del ete/default)

- node_admi n ? node/config/security nmutation endpoints

- Keys can have a subset; defaults are full pernissions if a password is set, or read-only if
password is provided.

- The code mgrates existing keys to include required scopes on startup

Passwor ds and safety

- Passwords are hashed (SHA3-256 with a salt) in the key file; the plain password is never
stored.

- Wthout X-Pass, a key cannot authorize sensitive actions even if the token is known.

- If you | eave the password blank on creation, the key is restricted to read-only scopes,
reduci ng bl ast radius for non-adnmi n usage.

HVAC (optional but recomended when exposed)

- If REQU RE HVAC is enabl ed, every request nust include X-TS and X-Sig; the server verifies
freshness (-60s) and integrity over nethod/ path/body.

- HVAC secrets are derived per key (or you can store an explicit secret).

- Protects against replay and tanpering; use when exposing APl s beyond | ocal host.

File locations

- APl keys: Src/ Config/ Api _Keys.json

- Auto-creation: the entrypoint (docker-entrypoint.sh) calls ensure_api_key auto() if no keys
exist; cliui/runnode call interactive setup

Why this matters

- The APl can subnit transactions, nanage mining, and expose node data. Wthout authenticatior
anyone coul d doubl e-spend, drain wallets, or disrupt your node.

- Strong passwords + per-key scopes + optional HVAC provide | ayered defense. Keep Api _Keys. | sc



private (chnod 600) and rotate keys periodically.
- APl authentication protects request authorization. Release integrity checks
(checksuns/signatures) are a separate control |ayer and should be used for distributed binarie

Qperational tips

- Local dev: HWVAC off, HITPS off, bind to |ocal host; use strong passwords anyway.

- Exposed/ production: enable HVAC, run behind TLS/reverse proxy, linmt IPs via firewall, use
| east-privilege keys (separate read-only vs. send/nine).

- Back up Api _Keys.json securely; losing it |ocks you out, leaking it conproni ses your node.

Per f ormance behavi or (wall et endpoints)

- POST /wall et/create now supports mmenoni c- backed key creation paranmeters (word_count,
passphrase, account, index, iterations) and defaults to 24-word menoni c generation

- POST /wall et/ recover _menoni c recovers deterninistic keys from phrase+pat h.

- POST /wal |l et/ export exports one key bundle to .txt.

- POST /wallet/inmport inmports key bundles (.txt current format + |egacy format support).

- APl boundaries normalize sender/recipient addresses to canoni cal HPK before send-path |ogic
runs.

- CGET /wall et/balance uses a short in-nenory cache and wall et snapshot path to reduce repeatec
i ndex scans during GUJ polling.

- POST /wal |l et/ bal ance_batch accepts multiple addresses and returns one conbi ned response so (
wal l et tables do one HITP round-trip instead of N per-address calls.

- GET /wallet/history applies short TTL cachi ng and per-request normalization menoi zation to
reduce repeated work during rapid refresh | oops.

- CGET /wallet/recent supports cursor pagination (linmt, offset, cursor) with bounded caps to
avoi d unbounded scans under | oad.

Net wor k hashrate tel enetry endpoints

Read- scoped endpoi nts now expose live and chart-ready hashrate tel emetry:

- CGET /network/ hashrate/live

- returns current aggregate hashrate snapshot + per-reporter share

- CGET /network/ hashrate/ chart ?wi ndow_seconds=&bucket seconds=& ncl ude_reporters=
- returns chart buckets from persisted history

- GET / networ k/ hashr at e/ hour| y?hour s=& ncl ude_reporters=

- returns hourly historical buckets (default 168 hours / 7 days)

- points update hourly and include peer-shared reporter maps by default

- CGET / networ k/ hashr at e/ peer - shar ed- hour | y?hour s=& ncl ude_reporters=

- alias of /network/hashrate/hourly for dashboards expecting peer-shared nani ng
- GET / networ k/ hashr at e?wi ndow_seconds=&bucket seconds=& ncl ude_reporters=

- conbined live + chart response

Backing files (per network):

- | ogs/ <net wor k>/ net wor k/ net wor k_hashrate_live.json

- |1 ogs/ <net wor k>/ net wor k/ net wor k_hashrate_state.json

- | ogs/ <net wor k>/ net wor k/ net wor k_hashrate_hi story.json

Net wor k peer-count telenetry endpoint

- CGET /networ k/ node_count ?acti ve_w ndow_seconds=&sanple_limt=

- returns observed peer counts and sanpl ed peer records fromthis node' s view

- includes observed counts (known _peers, active peers, healthy peers, bucket stats)

- used by the GU Wb Explorer bridge/ header stats to show network-facing peer estinates



Not es:
- This endpoint is still an observed/local network view, not global consensus truth.
- sanple limt is bounded server-side and intended for dashboard/reporting use.

Node/ admi n operati ons

- POST /network/switch

- set active network preference (nainnet|testnet|regnet)

- requires adnmin permnission + sensitive approval token

- rejects while full/mner/wallet nodes are running (unless overridden)
- CGET /nodes/active

- returns active process snapshot by role

- CET /storage/root

- returns effective storage-root info and persisted storage-path config
- POST /storage/ root

- nove/set block storage root; requires nodes stopped + adm n approval token
- CGET /em ssion/status

- reads em ssion tracker state (enission_state.json)

- CET /burn/status

- reads burn tracker state (burn_state.json)

Send i denpot ency (duplicate-paynent protection)

- POST /tx/send now requires a client-provided intent_id (idenpotency key).

- The node persists send intents in a local SQ.ite database:

- default path: |ogs/api/send_intents.sqglite3

- override path: ATHO SEND_ | NTENTS_DB

- Intent lifecycle states:

- pending ? request accepted, send in progress

- broadcast ? transaction(s) built and submitted to nmenpoo

- confirmed ? previously broadcast tx set |ater observed as confirned

- failed ? send attenpt failed

- If the same intent _id is subnitted again with the same payl oad, the APl returns the prior
saved result (idenpotent replay=true) instead of creating new transactions.

- Reusing an intent _id with a different payload is rejected.

- GET /tx/intent/{intent_id} returns current intent state so clients can poll send progress
wi t hout resubnmitting the payment payl oad.



